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RE: LEGISLATIVE UPDATE 2009-10
ARRA'’s HIPAA Amendments Strengthen and Expand HIPAA's Reach

We are pleased to bring you ouegislative Update 2009-10: ARRA’'s HIPAA Amendmerd
Strengthen and Expand HIPAA’s Reach. This update addresses additional changes and gpdate
implemented by the passage of the Americans Regaed Reinvestment Act of 2009 (ARRA). In
particular compliance to the Health Insurance Pditg and Accountability Act of 1996 referred t@ a
HIPAA.

We will continue to keep you informed of changed an clarifications based on the implementation of
ARRA, but in the meantime, we hope you find thiormative, and please, if you have any questions,
contact your HIB Account Team for assistance.

ARRA’s HIPAA Amendments Strengthen and Expand HIPAA's Reach

The American Recovery and Reinvestment Act of 2000ARRA)
(http://fdsys.gpo.gov/fdsys/pka/BILLS-111hrl1ENR/@H/LS-111hr1ENR.pdf contains yet another
major new set of rulesThe Health Information Technology for Economic andClinical Health Act
(HITECH) . This new law drastically tightens compliance goageters under the Health Insurance
Portability and Accountability Act of 1996 (HIPAAWhile expanding its reach to entities not previpus
covered by the original HIPAA Rules. The purposéhes Memorandum is to provide the framework of
the legislation. As with HIPAA historically, theilsstance of the law will appear in new regulations.

PROPOSED REGULATIONS

On April 17, 2009, Health and Human Services (HH$3asedsuidance
(http://www.hhs.gov/ocr/privacy/hipaa/understandoogeredentities/federalregisterbreachrfi)pdf
proposing technologies and methodologies for camgerProtected Health Information (PHI) into a
format that will protect its use by unauthorizediinduals. In other words, HHS is proposing tofds
protecting health information and seeking commét® stakeholders regarding the proposed toole Th
comment period closes May 21, 2009. On the sartee ttee Federal Trade Commission issued similar
guidance applicable to vendors of personal heattbrds.

DISCUSSION

1. Effective Dates Although the law is generally effective on Feloyu 17, 2010, the legislation
contains numerous specific effective dates betwegnand 2014!
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2. Breaches Involving Unsecured Protected Health Infonation:

a. Definition of a Breach Breach has been defined as: The unauthorizguisition, access, use
or disclosure of PHI that compromises the secuntyrivacy of such information. It excludes
certain inadvertent or unintentional disclosuresagnauthorized (in-house) users.

b. In the Event of a Breach Other than inadvertent in-house disclosuresCineered Entity must
notify effected individuals within 60 days afteretldiscovery of the breach (unless it would
impede a criminal investigation). The Covered fgnihust notify HHS and prominent local
media if the breach involves more than 500 indigldiand must do so immediately. Where 500
or more individuals are involved, the Secretanalso required to post on théHS web site
(http://www.hhs.gov/ocr/privacy/index.htjnihe list of Covered Entities involved in the koha
In the case of breaches involving fewer than 5@ividuals, the Covered Entity may maintain a
log and notify the Secretary of its breaches oarmmmual basis. This duty to disclose takes effect
30 days after HHS publishes regulations which aewiithin six months of the law’s enactment.

c. Applicability. These new rules apply to Covered Entities ad a®lBusiness Associates, as
defined by HIPAA Regulations. Also, these rulell wow apply to vendors of Personal Health
Records (PHRs), as well as other entities to batifiled by regulations (most likely advertisers
on the PHR website). PHR vendors must notify tbdefal Trade Commission (FTC) as well as
individuals whose data has been breached. The KTQrn, must notify the Secretary of HHS
but will retain its own enforcement authority. TREC issued preliminary guidance on April 17,
2009 and has until August 18, 2009 to issue foigmadance.

3. Enhanced Rules Applicable to Business Associates

a. Security Standards Business Associates must establish adminisératid physical safeguards
that meet the HIPAA Security Rules in effect sirg@¥5. This includes conducting a needs
assessment and implementing safeguards to resmondose needs. They must appoint a
Security Officer, develop written security policiasd procedures and train staff on HIPAA
privacy and related rules. Business Associatest mige implement technologies that protect
Electronic Protected Health Information (e-PHI).

b. Breaches If a breach occurs and it involves a Businesso8iaite, the Business Associate must
notify the Covered entity, as required by the arddiHIPAA Privacy Regulations. The duty to
notify the individuals involved remains with the ¥&oed Entity.

c. Jurisdiction, Civil, and Criminal Penalties Business Associates will now be under the
jurisdiction of HHS. They will be subject to thamse civil and criminal penalties as apply to
Covered Entities.

d. Patient's Rights HITECH grants additional rights and protecticias covered individuals.
Business Associates must comply in the same mami€they were Covered Entities.

e. Applicability of Technologies Guidance The law does not require Business Associates to
comply with technologies guidance at this time.siBass Associates, who do comply, may rely
on them as a safe harbor.

f. Effective Date The expanded rules will apply to Business Asstesi as of February 17, 2010.

g. Business Associate Agreement§Ve expect regulations, once published, to assistodifying
Business Associate Agreements.
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4. Patients’ Rights. HITECH brings with it an additional set of patig’ rights:

a. The right to request and receive at a reasonalsieticeir health information in electronic format
if the information is maintained as an Electroneatih Record (EHR).

b. The right to apply restrictions on disclosures m@d€overed Entities for any item or service, for
which the patient has paid the full cost out oflmic

c. The right to receive a full accounting of disclestimade by the Covered Entity or Business
Associate involving treatment, payment, or heaitemperations during the previous three years.
Previously, disclosures made for purposes of treatrpayment, or health care operations were
excepted from the accounting requirement.

d. Minimum Necessary HITECH also requires HHS to issue guidance bgusi 17, 2011 on the
meaning of the term “minimum necessary” expandeth¢tude information to improve patient
outcomes and to detect, prevent, and manage chiizgiases.

e. Effective Dates If the electronic record constitutes an EHR, tieclosure requirement will
apply to all disclosures made on or after Janua®014. If a Covered Entity does not currently
maintain EHRs, this disclosure requirement will lgpihe alter of January 2011 or when the
Covered Entity acquires EHRs. Patient rights meblving EHRs, we believe, will become
effective February 17, 2010.

5. HIPAA Enforcement. The following chart demonstrates the significastease in penalties as well
as the ability for state attorneys general to bangons in federal court for HIPAA violations. &h
effective date of these penalties vary.

Current ARRA
Violations $100 per violation to $100 per violation to $50,000 maximum per
$25,000 maximum perviolation
calendar year
Willful Neglect N/A $25,000 to $1.5 million per calendar year
Crimes No monetary penalties Monetary penalties allowed
Enforcement HHS (OCR) HHS (OCR) and states attorneys general in
federal court
Recompense to None Government Accountability Office to devisg a
Victims methodology to share monetary penalties with
victims

6. Technologies Guidance The Guidance issued on April 17, 2009 definesstecured protected
health information” to mean PHI that is not secutieugh the use of technology or methodology
described in the Guidance. If PHI is protectedbg or more of the methodologies in the Guidance,
then it will be treated as “rendered unusable, adi@ble, or indecipherable.” If it is treated ashsu
then the breach notification rules in the ARRA #&gjfion will not apply. The Guidance also contains
details regarding the written notice:

a. To be made to the individual or the next of irthe individual is deceased);
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b. In the event address information is obsolete ororlénore individuals, the Covered Entity or
Business Associate must make a conspicuous pastirige home page of the Covered Entity’s
web page or a notice in major print and broadcastiay

c. If there is imminent potential for misuse of theseoured PHI, then the Covered Entity or
Business Associate is advised to provide noticeel®phone

The Guidance characterizes PHI based on its staRldt at rest (resident in a database); data in
motion (data moving through a network); data in (d&a that is in the process of being created,
retrieved, updated or deleted); and, data disp¢disdarded paper records or recycled electronic
media). HHS has identified two methodologies fendering data unusable, unreadable, or
indecipherable. These two are: encryption andrdet#n. Please refer to tHdHS website
(http://www.hhs.gov/ocr/privacy/hipaa/understandooyeredentities/federalregisterbreachrfi)pdd
view the Guidance in detail.

7. State Laws It is clear that the emergence of internet gferaf health records creates significant
risks of breach of the HIPAA Privacy and Securaws$ and regulations. Although this is the first
federal response to the issue, many states hdar eildressed or are in the process of addressing t
same issues. In the event state laws are mongairt, state law will apply.

To view the ARRA HIPAA amendments (HITECH), go tage 112 of theAmerican Recovery and
Reinvestment  Act of 2009 (http://fdsys.gpo.gov/fdsys/pkg/BILLS-111hrl1ENRHRILLS-
111hrlENR.pdf) .

To access archived Legislative Updates please lagd www.heffgroup.comand clicking on the link
for HIB Client Community. If you need information on your Username and Password please
contact your HIB Account Team.

Copyright © 2009 Alfred B. Fowler, Attorney at Law.

All Rights Reserved. Reprint with permission only.
This legislative update is published as an infoibrasource for our clients and colleagues.
It is general in its nature and is no substitutelégal advice or opinion in any particular case.
mike@abferisa.com

IRS Circular 230 disclosure: To ensure compliandd wequirements imposed by the IRS, we inform
you that any tax advice contained in this commuiooaunless expressly stated otherwise, was npt
intended or written to be used, and cannot be usedhe purpose of (i) avoiding tax-related perest
under the Internal Revenue Code or (ii) promotimgyketing or recommending to another party any
tax-related matter(s) addressed herein.
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